IMAMATKA JIJISI CTYAEHTOB OF UH®OPMAIIMOHHOM BE30IIACHOCTH
HEJIB3A

1. Bcem mofpsii coobiiaTh CBOIO uyacTHYIO MH(MOpMalyio (HacTosimye uMs, haMuIuio,
TenedoH, ajipec, HOMep IIKOJIbI, a TakKe ¢oTorpaduu CBoU, CBOel ceMbU U ipy3eil);

2. OTKpbIBaTh B/IO)KE€HHBIE (haiiibl 3/IeKTPOHHOM TMOUTHI, KOTJja He 3Haelllb OTpaBUTe/Is;

3. I'pyOuThb, IpUaMpaThLCs, OKa3bIBaTh /laB/ieHUe, BeCTH Ce0st HeBEXK/TMBO M arpeCcCUBHO;

4. He pacnopsbkalics JeHbramMu TBOeM cembd 0e3 pa3spellieHUs] CTapIIUX, CIIpallivBait
pa3pellieHus poAUTeiel;

5. He BcTpeuaticsi ¢ VIHTepHET — 3HaKOMBIMU B peajlbHOM >KU3HU — TMOCOBETYUCS CO
B3DPOC/IbIM, KOTOPOMY ThI /IOBEPSI€elIb.

OCTOPOXHO

1. He Bce muiyt mpaBzay. Yuraens o cebe HerpaBay B MIHTepHeTe — coobiif 06 3TOM
CBOWM POJUTE/ISIM U/TU OTIeKyHaMm;

2. TpurnaiiaroT repernvchiBaThCs, UTPaTh, 0OMEHUBATLCS — TIPOBEPD, HET JI TI0ABOXa;

3. HeszakoHHOe KonvpoBaHHe (aisioB B VIHTepHeTe — BOPOBCTBO;

4. Bcerja paccka3sbiBaii B3pOC/IbIM 0 TTpOOieMax B CETH — OHU BCerjja MOMOTYT;

5. Vcnonb3ylét HacTpoiku 6e30MacHOCTM W TIPUBAaTHOCTH, UTOObI He TOTepSTh CBOU
aKKayHTBI B COIICETSIX U APYTUX MopTajax.

MOXHO

1. YBakalt Apyrux Mo/ab30Baresiew;

2. Tlonb3yewibcsi IHTepHET — MCTOUHUKOM — JleJlald CChIJIKY Ha Hero;

3. OTKpbIBall TOMBKO Te CChLIKH, B KOTOPBIX YBEPEH;

4. OO6pararbCs 3a TTIOMOIIIBIO B3POC/BIM — POJUTE/IH, OTIeKYHBI ¥ afIMUHUACTPALIUS CAliTOB
BCerza moMoryT

5. Ipoiinu obOyueHne Ha caiite «CeTeBUUOK» U TIONyYd TMAcmopT LudpoBOro
rpaxkgaHuHal



ITAMSATKA

AJ1s1 00y4JaroIUXCcA JIA pa3MeleHus Ha opuiManbHbIX HTepHeT-pecypcax

C KaXXpIM TOZIOM MOJIOJIE)KA B MHTEPHETe CTaHOBUTHLCS OOJIbIIe, a IIKOJBLHUKU OfHU W3
CaMbIX aKTMBHBIX T10/Ib30BaTesieli PyHeTa. Mexay TeM, MOMHMO OTIPDOMHOIO KOJIAYeCTBa
BO3MOKHOCTe, MHTepHeT HeceT U Mpobiembl. JTa TMaMsiTKa J0/DKHa TToMoub Tebe Ge30macHO
HaXOJUThCS B CETH.

KowmribroTepHbie BUDYChI

KomribroTepHbIi BUPYC — 3TO Pa3HOBUHOCTb KOMITBIOTEPHBIX IIPOrpaMM, OT/IMUMTETbHON
0COOEHHOCTBIO KOTOPOM SIB/SIETCS CIIOCOOHOCTh K pasMHOXKeHUI0. B JormosiHeHHWe K 3TOMY,
BHPYChI MOT'YT TIOBPeUTb W/IU MOJIHOCTBI0 YHUUTOXKUTB BCe (Daii/ibl U JaHHbIe, TOJKOHTPO/IbHbIe
M0/b30BaTeNt0, OT WMEeHM KOTOporo Oblia 3aryllleHa 3apa)keHHasi TporpamMma, a TaKxke
MOBPeUTh WU JaKe YHUUTOXKUTb OMEepalMOHHYI0 CHUCTeMy CO Bcemu ¢aiiamy B LieoM. B
OOJBIIIMHCTBE C/TyyaeB PaclpoCTPAHSIOTCS BUPYChl Uepe3 UHTePHEeT.

MeTopb! 3aL{UThI OT BPELOHOCHBIX ITPOrPaMM:

1 MWcnone3yil coBpeMeHHbIe OIepalMOHHbIe CHCTEMbI, UMEIOLe CepbE3HbI YPOBEHb
3al[UThI OT BPEJOHOCHBIX NTPOrPamM;

2 TlocTosiHHO ycTaHaBIMBall MaTtud (LM(pOBbIE 3ar/iaTKM, KOTOpble aBTOMaTHYeCKd
yCTaHaBIMBAIOTCS C 1ieJibl0  0pab0TKM TIporpaMMbl) U Jipyrue OOHOB/eHUsI CBOei
ortepal[oOHHOM cucTembl. CKauMBak UX TOMBKO C oduIfMaIbHOrO caiTa pa3paborurka OC. Ecm
CyILleCTBYeT pe>XKUM aBTOMaTUueCKOro 0OHOB/IeHHs1, BK/THOUM €ro;

3 Paborail Ha cBoeM KOMITbIOTepe TOf, MpaBaMM T0/1b30BaTessi, a He aJMUHUCTPATopa.
OTO He TIO3BOMUT OOJBIIMHCTBY BPEJOHOCHBIX IIPOrpaMM WHCTA/UIMPOBaTbCs Ha TBOEM
MepCOHAbHOM KOMIMBIOTEPE;

4 Hcronb3yd aHTMBUPYCHBbIE TIPOrPaMMHbIe TIPOAYKTHI U3BECTHBIX MPOU3BOAUTEJEH, C
aBTOMaTUueCKUM OOHOB/IeHreM 0as3;

5 OrpaHuub (pY3NUeCKUM JOCTYI K KOMIBIOTEPY /18 [TOCTOPOHHUX JIWLI;

6 Ucrnosb3yl BHELIHME HOCHTeIM UH(OpMaLMK, TakKue Kak (ielka, AUCK Win (ana u3
VHTepHEeTa, TObKO 13 MPOBEPEHHBIX UCTOYHUKOB;

7 He oTKpbIBali KOMIIbIOTEpPHBIE (haW/ibl, MOMYYEHHbIE M3 HEHa[EKHBIX WCTOUYHUKOB.
[axe Te (aiiibl, KOTOPbIE TIPUC/IAT TBOM 3HAKOMBIW. Jlyulle yTOUHM y Hero, OTIpaB/siI JId OH
Tebe ux.

Cetu WI-FI

Wi-Fi - 370 He BU/J| epefiauM JaHHBIX, He TeXHOJIOTHUsI, a BCEro Juib OpeH ], Mapka. Eiile B
1991 roxmy HuAepnaHACKasi KOMIMaHWsS 3apeructpupoBana bOpeHg «WECA», uto o6o3Hauaso
cnoBocouetanre «Wireless Fidelity», KoTopblii TIlepeBoAUTCS Kak «0eCIpoBOfiHAsi TOUHOCThY.

o Haiero BpeMeHU [olljia Apyras ab0peBuarypa, KoTopasi SIBASIETCS TaKOW >Ke
TexHosnoruei. 310 abbpeBuarypa «Wi-Fi». Takoe Ha3BaHHe ObUIO JJaHO C HAMEKOM Ha CTaH/|apT
BBICIIIMM 3BYKOBOM TexHUKHU Hi-Fi, uTo B repeBo/ie 03Ha4aeT «BbICOKAsi TOUHOCTh».

Ia, GecriaTHBIM WHTEPHET-AOCTYI B Kade, OTeNsiX W a’pOIopTaxX SIBASETCS OTIAYHOU
BO3MOKHOCTBIO BbIXOZIa B UHTepHeT. Ho MHOrHe 3Kcriepthl cunTatoT, [10 obimegoctymHbie Wi-Fi
CeTU He SBMSIOTCS Oe30racHBIMHU.

CoBeTsl 110 Ge3oracHOCTH paboTe B 00111e[0CTyMHbIX ceTsax Wi-Fi:

1  He mepegaBaii cBow JyiMuHyr0 WH(opMaiuio uepe3 obijeaoctynHble Wi-Fi ceTw.



Paborasi B HUX, >KeJlaTeJTbHO He BBOJUTh MapOJIv AOCTYIIa, JIOTUHBI U KaKHe-T0 HOMepa;

2 Wcronb3yit 1 0OHOB/SIE aHTUBUPYCHBIE MPOrpaMMbl U GpaHaMayep. TemM caMbIM Thbl
obe3omacuiiib cedst OT 3aKauKH BUPyCa Ha TBOe YCTPOMCTBO;

3 [lpu wucnonb3oBanuu Wi-Fi otkmoun ¢yHKuuo «OO0uui moctyn K Qaiiam U
ripuHTepam». [laHHasi (QyHKLMSI 3aKpbiTa IO YMOJ/UaHHIO, OAHAKO HEKOTOpbie MO/b30BaTe/ld
aKTUBUPYIOT eé /7151 y/1006CTBa UCTIONBh30BaHUS B paboTe Wi yuebe;

4  He ucrnonb3y¥ myommuneii Wi-Fi f1s iepeiaunt TMUHBIX JaHHBIX, HAITPUMep 1/1s1

BbIX0/]a B COL[MAJIbHbIE CETU WM B 3/IEKTPOHHYIO TOUTY;

5 HWcnonwb3yd TosbKo 3aiuilieHHoe coenuHeHue yepe3 HTTPS, a ne HTTP, T.e. nipu
Habope BeO-azipeca BBOY UMeHHO «https://»;

6 B wmobunbHOM TenedoHe oTKMrouM QyHkuio  «[logkmoueHune K - Wi-Fi
aBTOMaTHU4ecKrn». He foryckaii aBToMaTHUeCKOro TIOJK/TF0UeHHUsT YCTPOUMCTBa K ceTsiMm Wi-Fi 6e3
TBOEI0 COIJIaCHs.

Corpa/ibHbIe CeTH

CornuabHble CeTH aKTUBHO BXOZAT B HAIIy »KHU3Hb, MHOTHE JIIFOAW pabOTalOT U KUBYT TaM
1ocTosiHHO, a B Facebook y)ke 3apervcTtpyupoBaH MuIHMAp[ uesioBeK, UTO SIBJISIETCS OFHOMU
CceIbMOM BCeX JKUTeeM IulaHeTbl. MHOTrHWe TI0/Ib30BaTe/lM He TMOHMMAlOT, UTO WH(OopMalus,
pasMeIljaroascs UMM B COI[HAIbHBIX CETSIX, MOYKET OBITh Hal/leHa U MCII0/Ib30BaHa KeM YTOZHO,
B TOM UHCJIe: He 00sI3aTe/IbHO ¢ 6/1TarMH HaMepeHUsSIMH.

OCHOBHBIE COBETHI 110 0€30MaCHOCTU B COLIUAIBHBIX CETSIX:

1 OrpaHuYb CIIMCOK Apy3eii. Y Tebst B Ipy3bsX He JO/DKHO ObITh CTyYaHbIX U

He3HaKOMBIX JIH/lel;

2 3ammiai CBOIO YacTHYIO XHW3Hb. He yKa3sbiBaii mapomwu, TesnedoHBI, ajpeca, AaTy
TBOEr0 POXKAEHUS U APYTYIO JTUUHYI0 WH(POPMALUIO. 3I0yMBIIIIEHHUKA MOTYT HWCIIOIb30BaTh
Jaxe UHMOOPMAI[UIO O TOM, KaK Thl U TBOW POJMTE/TH TIAHHUPYeTe MMPOBEeCTU KaHUKYJIbI;

3 3amminai CBOIO PeIyTaryio - IepP>KUA ee B UHMCTOTE U 3ajiaBaii cebe BOMPOC: XOTeT Obl
TbI, UTOOBI IPYTHe I0/Ib30BaTe/d BUE/IN, UTO ThI 3arpykaems? ITogymai, mpexxae 4eM UTO-TO
OITy0JIMKOBATh, HAITMCaTh W 3arPy3UTh;

4 Eciu Tl TOBOPUIIIB C JTIOABMH, KOTOPBIX He 3Haelllb, He HCI0/b3yi CBOe peabHOe UMSI
Y IPYTYIO JINUHYIO MHGMOPMALIUW: UMsI, MECTO KUTe/IbCTBA, MECTO yueObl U TTpoyUee;

5 U3berait pasmerrienusi pororpaduii B iHTepHeTe, rie Thl N300pa’keH Ha MECTHOCTH,
10 KOTOPOM MOYKHO OITpPe/IeJTUTh TBOE MECTOIIOIOKEHHE;

6 Ilpu perucTpanuu B COIMATIbHONM CeTH HeOOXOAWMO HCITO/Ib30BaTh CJIOKHBIE TapOJIH,
cocTosiiire u3 OyKB U [UdP He KOMUeCTBOM 3HAKOB He MeHee;

7 Jns conyasbHOM CeTH, TIOUTHI U JIPYTMX CAUTOB HEOOXOJWMO HCTIONB30BATh pa3HbIe
napomu. Torma ec Tebsl B3/IOMAalOT, TO 3/I0YMBIIIJIEHHUKH TI0/TydaT AOCTYIT TOJBKO K OJHOMY
MECTY, a He BO BCe Cpa3sy.

DJIEKTDOHHbIE 1IeHbI'U

DJIeKTPOHHbIE [IeHbI'M — 3TO OueHb YA0OHBIM Cr10cob ryiaTtexxeid, OHAKO CYIeCTBYIOT

MOIIIEHHUKH, KOTOPbIe XOTST MOJyUUThb 3TH JIeHbTU.

OJ/IeKTPOHHbIE JIeHbIM TOSIBUIMCh COBCEM HEeJaBHO U MMEHHO M3-3a 3TOr0 BO MHOTHX
rocyjapcrBax [0 CHX IIOp He TMpOMUCaHO TMpo HUX B 3akoHax.'B Poccum ke oHuU
(YHKLIMOHUPYIOT U O HUX y’Ke MPOMUCAHO B 3aKOHe, T7e WX pa3JeissioT Ha HeCKOIbKO BHUJOB —
aHOHUMHbIE M He aHOHWMHbIe. PasHWlla B TOM, UTO aHOHHMMHbIE — 3TO Te€, B KOTOPBIX
paspelliaeTcsi MPOBOAUTL oOrepaluu 0e3 uAeHTH(UKALMKA TIOb30BaTess, a B He aHOHWMHBIX



HeHTU(UKALIUY T10/Tb30BaTeJIs IB/ISIeTCsT 00si3aTeTbHOM.

Takke crefyeT pas/vdyarh 3/eKTPOHHbIe (hHUaTHble AeHbrW (paBHbI TOCY/apCTBEHHBIM
BaJIOTaM) U 3/IeKTPOHHbIe He(puaTHbIe JeHbI'Y (He PaBHbI FTOCYapCTBEHHBIM Ba/lOTaMm).

OcHOBHbIe COBeThI 10 Oe30macHo paboTe € 3/1eKTPOHHBIMU JieHbTaMHU:

1 IlpuBs>KM K CcueTy MOOM/IbHBIN TesieoH. ITO camblii yAOOHBIA U OBICTPBIA CIOCOO
BOCCTAaHOBUTb [JOCTYN K cueTy. IIpuBsi3aHHBIA TeneoH TIOMOXKET, eciud 3a0yzelnb CBOMU
TJIaTeXXHBIM MapoJ/ib WU 3ai/Ielllb Ha CauT C He3HAKOMOTO YCTPOMCTBa;

2 Hcnone3yd opHOopa3oBble maposid. Ilocie mepexoja Ha yCUIEHHYHO aBTOPU3aL[UIO
Tebe yxe He OyZieT yrpoXkaTh OMAaCHOCTh KPaXKU WJIU TiepexBaTa I/IaTeXXHOTO TapoJis;

3  Buibepu ciioxHbIM Taposib. IIpecTynHuKaMm OyzileT He TIPOCTO yrafiaTh CIOXKHBIN
napo/ib. HagexxHble maposy - 3T0 1apo/u, KOTOpbIe COAEeprKaT He MeHee 8 3HAKOB M BK/TFOUAKOT B
cebsi CTpOUHBIE U TIPOIKCHBIe OYKBBI, 1[U(GPbl U HECKOIBKO CUMBOJIOB, TaKHe KakK 3HakK /0J1/1apa,
(dyHTa, BOCK/IMILIATe/IbHBIN 3HaK U T.I1. Hanpumep, $tROng!;

4  He BBOAM CBOU TMYHbIE [JaHHbIE HA CalTax, KOTOPLIM He /0Bepsielllb.

DJIEKTDOHHA I10YTa

O/eKTPOHHAas 1o4YTa - 3TO TEXHOJIOTHUS U MPeJOCTaB/sieMble €0 YCJIYTU MO MepechlIKe U
TIOJTyUeHHUI0 3/eKTPOHHBIX COO0OIIeHUI, KOTOpble pacIpefie/sitoTCsi B KOMITbIOTEDHOM CeTH.
OO6bIyHO 5/IEKTPOHHBIM ~ TIOUTOBBIA  SIUK ~ BBIVIIUT  CJIeAYIOLIUM obpazom:
HMsI_IT0/Ib30BaTeIsi(@umMsi_ioMeHa. Takxke, KpOMe TepeJjaud MPOCTOTO0 TeKCTa, HMeeTCs
BO3MO)XHOCTD TepefiaBaTh (paiiibl.

OCHOBHBIE COBETHI 0 Oe301acHOM paboTe C 3/IeKTPOHHOM MOUTOM:

1 Hazo BbIOpaTh MpaBWILHBIA TIOUTOBBIN CePBHC. B MHTepHeTe eCTb OrPOMHBIN
BLIOOD OeCIIaTHBIX TMOUTOBBIX CEPBHMCOB, OHAKO JIydllle JOBEpSITh TeéM, KOro 3Haelllb U KTO
TepPBbIA B PEUTHHTE;

2 He ykaspBali B /JIMUHOW MoYTe JMYHYH UH(opMauuio. Harmpumep, myuiie
BbIOpATh «MYy3bIKa/lbHbIN_(haHaT@» uiu «pok2013» BMecTo «TeMal3»;

3 Vcrionb3yl ABYXSTAlHYI0 aBTOpU3alldi0. JTO KOTAA TMOMHMO TapoJisi HYKHO
BBOJIUTH KO/, MPUChLIaeMbIv o SMS;

4 Br16epy c/10>KHBIN Maposib. [ KaXKZ0ro TTIOYTOBOTO SIWKa JOJDKeH ObITh CBOM
Ha/Ie>KHBIM, YCTOMUMBBIN K B3/IOMY MapoJib;

5 Ecny ecTb BOSMOXKHOCTh HalMCaThb CaMOMY CBOM JIMUHBIM BOIIPOC, WCIIOMb3YU
5Ty BO3MOKHOCTB;

6 Vcronb3yl HeCKOJIBKO MOYTOBBIX SIIWKOB. [1epBbIv J/1s1 4aCTHOM MEepPernucKy C

azpecataMy, KOTOPbIM Thl AOBepsielllb. JTO 3/€KTPOHHBIM a/ipeCc He Ha/l0 WCMOJb30BaTh IPU
perucTpanuy Ha (popymax U camTax;

7 He otkpbiBali ¢aiinel, 1 Ipyrue BIOKEHUS B MHUCbMax Jake eC/M OHW MPUILLIA
OT TBOUX /ipy3eil. Jlyullle yTOYHU Y HUX, OTIIPABJIS/IU JI OHU Tebe 3T (ailsibl;
8 [Tocsie okoHUaHUs1 pabOTHI Ha TIOYTOBOM CepBHCE Tiepe] 3aKPbITUeM BKIaJKU C

calToM He 3a0y/b HaXKaTb Ha «BbIATI».
KubepOy/ITUHT WM BUPTYa/lbHOE U3/ieBamenbCTBO

KubepOy/nnvHr - mipecsiejoBaHre COOOLeHUSIMU, COep>KAll[UMHU 0CKOpPO/IeHus], arpecCHro,
3aIyruBaHue; Xy/IMTaHCTBO; COL[MabHOe OOHMKOTHPOBAaHHE C TIOMOINBIO Pa3/MUHBIX MHTEPHET-
CEepBHCOB.

OcHOBHBIE COBeTHI 0 60pb0e ¢ KHOepOy/ITHHIOM:

1 He Opocatica B 60it. JIyummii crioco0: MOCOBeTOBaThCS KaK cebsi BECTH U, eC/Id HeT



TOrO, K KOMy MOXXHO 0OpaTUThCs, TO BHauaje YCIOKOUTbCA. EC/aM Thl HauHelllb OTBeYaTh
OCKOpO/IeHUSIMUA Ha OCKOPOJIeHHs, TO TOJILKO eIrle 00JIbIie pa30XOKelb KOH(MINKT;

2 Ympaesnsii cBoel KubeppenyTaiye;

3 AHOHUMHOCTb B ceTH MHuUMas. CylleCcTBYIOT CTMOCOObI BBISICHUTb, KTO CTOUT 3a
@HOHUMHBIM aKKayHTOM;

4 He CTOUT BeCTH Xy/JMTaHCKWM 00pa3 BUPTyanbHOW KU3HU. VIHTepHET (PUKCUpYeT BCe
TBOM JIeHCTBUS ¥ COXPaHseT UX. YIaJuTh UX OyneT KpaiiHe 3aTpyAHUTETBHO;

5 Cobnrofait CBOM BUPTYa/ibHYIO YeCTb CMOJIOAY;

6 UrHopupyii equHUYHbIN HeratuB. OHOpPa30Bble 0CKOPOUTEbHBIE COOOITIEHUS Tyyllie
WrHoprpoBarb. OO6BIUHO arpeccus MpeKpaljaeTcsi Ha HauaJbHOW CTa/Ivu;

7 Ban arpeccopa. B mporpammax o6MeHa MIHOBeHHBIMU COOOIIIEHUSIMH, B COITMATbHBIX
CeTsX eCTh BO3MOXXHOCTb OJIOKMPOBKU OTTIPaBKU COOOIIeHMH C oripe/ie/ieHHbIX aJipecoB;

8 Ecm Tbl cBujerenb KubepOysmmmHra. TBou [IeWCTBUS: BBICTYNIUTH TIPOTUB
rpecsiefjoBaTesis, TOKa3aTb €My, UYTO ero JeWCTBUSl OLIeHWBAIOTCS HEraTMBHO; MOJJep’KaTb
JKEPTBY, KOTODOW HY)KHa TICUXOJIOTUUeCKass TIOMOIlb, COOOIIUThL B3pOCJILIM O (akTe
arpeCcCUMBHOIO MOBEJIeHUs B CETH.

Mob6unbHbi TenedoH

CoBpeMeHHble cMapThOHBI M TIIAHIIETHI COfAep>KaT B cebe BIIO/He B3POC/IBIM
(GyHKI[MOHa/M, W Terepb OHU MOTYT KOHKYpPUPOBaThb CO CTalLMOHAPHBIMU KOMITbIOTEPaMHU.
O[fHaKo, CpeZiCTB 3all[UThI AJis TIOAOOHBIX YCTPOMCTB TOKa OueHb Masio. TeCcTUpoBaHUe U TTOUCK
ySI3BUMOCTEW B HUX MPOUCXOAUT He TaK, UHTEeHCHUBHO, Kak Ay [IK, To ke camoe kacaeTcs u
MOOHTBHBIX PUIOYKEHUH.

CoBpeMeHHble MOOW/TbHBIE Opay3ephl yKe MpaKTHUeCKH [JOTHAIM HaCTOJbHBbIE aHAJIOTH,
OfIHaKO pacimpeHre (yHKI[MOHa/a BjeueT 3a €000 OOJBIIyI0 C/IOKHOCTH W MEHBIIYHO
3aLUIEeHHOCTb.

laneko He Bce TPOU3BOJWTETM BBIMYCKAIOT OOHOBJIEHHs, 3aKpbIBalolllie KpUTHUeCKUe
YSI3BUMOCTH [I/151 CBOUX YCTPOWCTB.

OCHOBHbBIE COBeTHI /1J1s1 6e301acCHOCTH MOOUIBLHOTO TesiedoHa:

1 Hwuero He sIBAsIeTCS MO-HACTOsAIIEMY OecriiaTHBIM. Byb ocTOpoXkeH, Besib Korjia Tebe
nipe/iiaratoT H6ecriyiaTHIN KOHTEHT, B HeM MOT'YT ObITh CKPBITHI KaKHe-TO IJIaTHbIe YCIyTH;

2 [lymaii, mipexxzie ueM oTnpaBuTb SMS, ¢oto unm BUgeo. Thl TOUHO 3Haelllb, I7le OHU
OyAyT B KOHEUHOM UTOTE?

3 Heob6xoaruMo 0OHOBJISITH OTIEPAIIMOHHYI0 CUCTEMY TBOeTro cMapTdhOHa;

4 Vicnonb3yi aHTUBUPYCHBIE TTPOrPaMMBI 711 MOOW/IbHBIX Tesie()OHOB,;

5 He 3arpykali NpuaoKeHHUsI OT HEM3BECTHOTO MCTOUHUKA, Be[Jb OHU MOTYT COJepP>KaTh
Bpe/IOHOCHOE TIPOrpaMMHOe 00ecrieueHHe;

6 TIlocse Toro Kak Tkl BbIW/EINIb C CalTa, IJle BBOAW/I JUUYHYK MH(MOpMAalMIO, 3alu B
HaCTpOWKHU Opay3epa u yaanu cookies;

7 Ilepuoanuecky MpoBepsii, KakKye MJIaTHbIe YC/IYTHM aKTUBMPOBaHbI Ha TBOEM HOMEPE;

8 /[lamaii cBoli HOMep MOOWILHOTO TesiehOHA TOMBKO JHOJSIM, KOTOPBIX ThI 3Haellb U
KOMY JlOBepsielllb;

9 Bluetooth gomkeH ObITH BBIK/IIOUEH, KOTZa Thl UM He TO/b3yelibcsa. He 3a0biBaid
WHOT/a MPOBEePSITh 3TO.

Online Wrpel

CoBpeMeHHble OH/IAWH-WIPbl — STO KpacOyHble, 3axBaTbIBAIOLe Da3B/eueHus,



00beIUHSIOIINe COTHU THICSU UesioBeK T0 BceMy MUpY. UTpoku uccieqyroT AaHHBIA UM MUP,
00I11at0TCs IPYT C IPYTOM, BBITIOJHSIIOT 3a[j@Husl, CPaXKalOTCsl C MOHCTPAMU U TIO/TyYaroT OTIbIT.
3a ymOBOJILCTBHE OHHU TUIATAT: TIOKYTAIOT AWCK, OTJ/IaUuMBalOT abOHEMeHT Wi TIpUoOpeTaroT
KaKye-TO OILIUMU.

Bce 5tu cpejctBa wWAyT Ha MOAJepKaHWe W pasBUTHe WIPbl, a TakKKe Ha CaMy
6e30macHOCTb: COBEPIIIEHCTBYIOTCS CHCTEMbl aBTOPH3alldH, BBIMTYCKAIOTCS HOBBIE TIAaTUH
(umdpoBbIe 3aryIaTKy /151 IPOrPpaMM ), 3aKPbIBAalOTCS YSI3BUMOCTH CEPBEPOB.

B momo0HBIX Wrpax CTOWT OIacaTbCs He CTOMbKO CBOMX COTIEPHUKOB, CKOTBKO KpaXKh
TBOETO TapoJisi, Ha KOTOPOM OCHOBaHa CHCTeMa aBTOpU3alii OOJBIIIMHCTBA UTD.

OcCHOBHBbIe COBeThI 110 0e30MacHOCTH TBOEro UTPOBOTO aKKayHTa:

1 Ecnu apyroii urpok BezieT cebsi M/1I0X0 WK co3faeT Tebe HEMTPUSITHOCTH, 3a0/I0KUPYI
ero ID crimcke Urpokos;

2 Iloxanywics  agMWHUCTPATopaM MIPbI Ha IJIOX0e TOBeJleHre  5TOr0 UIPOKa,
JKeJlaTeIbHO MPUJIOKUTh KaKue-TO J0Ka3aTebCTBa B BU/e CKPUHOB;

3 He ykasbiBaili TMuHy10 HH(pOpMaLUIO B Mpodaiiiie Urpkl;

4 YBakaul APYTUX YYaCTHUKOB I10 UTDE;

5 He ycraHasnvBaii HeodulMalbHbIE AaTUYM U MOJbI;

6 lcrnosb3y¥ Cl0XKHBIE U pa3Hble Naposiy;

7 [axe BO BpeMsi WUIPbl He CTOWUT OTK/IOUaThb aHTUBUPYC. [Toka Thl Wrpaelib. TBOM
KOMIIbIOTED MOTYT 3apa3uThb.

OUIIMHT WU KDdXXd JIMYHBLIX TdHHBIX

OObIUHOM Kpakel JeHer W [OKYMEHTOB CEeTOfHSI Yy)Ke HHKOTO He V/UBHIIb, HO C
pa3BUTUEM WHTEPDHET — TeXHOJOTUN 3/I0yMBIILJIEHHUKU TepeMeCTWINCh B WHTEPHeT, WU
MTPO/IO/KAIOT 3aHUMAThCS «THOOUMBIM» ZIEJIOM.

Tak mosiBUIachb HOBasi yrpo3a: WUHTEepHeT-MOIlIeHHUUeCTBa WM (DUILIMHI, T7laBHasl 1[e/lb
KOTOPOTO COCTOUT B NOMyueHUU KOHMHUEeHIMaNbHBIX JaHHBIX I10/Ib30BaTeseil — JIOTUHOB U
naposieil. Ha anrmumiickom sisbike phishing untaercs kak ¢ummmHr (ot fishing — pribHasi 0B,
password — 1apoJib).

OcCHOBHbBIE COBeTHI M0 60pb0e ¢ DUIITMHTOM:

1 Cnenu 3a cBouM akkayHToM. Ecv Thl ofo3peBaeliib, UTO TBOSI aHKeTa Obljia B3/I0MaHa,
TO He0OX0UMO 3a0/I0KHPOBATh ee U COOBIUTL aIMUHUCTpAaTOpaM pecypca 06 3ToM KaK MO>XXHO
CKOpee;

2 Wcnonw3yit Oe3oracHble BeO — CalTbl, B TOM 4KC/le, WHTEPHET — MarasuHOB U
TOMCKOBBIX CUCTEM;

3 Wcrnonb3y¥ c/io)KHBbIe W pa3Hble mapoiu. Takum obpa3oM, eciu Tebsi B3/IOMaroT, TO
3/I0YMBILIJIEHHUKY TOy4aT AOCTYM TOJBKO K OIHOMY TBOeMY TpO(dU/II0 B CETH, a He KO BCEM;

4 Ecmm Tebst B3/10Mask, TO HeOOXOAMMO TIPeAyNpPeANTb BCEX CBOMX 3HAKOMBIX, KOTOPbIe
nobaBrneHbl y Tebsi B APY3bsiX, O TOM, UTO Tebsi B3/I0Maiu U, BOSMOXKHO, OT TBOEro UMeHU OyzieT
pacchuIaThCsl CTlaM U CChITKU Ha (DUIITMHIOBBIE CAMThI;

5 YcraHoBM HaziexkHbIM naposib (PIN) Ha MOOWIBHBIH TesedoH;

6 OTK/IIOUM coxpaHeHHe raposis B Opay3epe;

7 He oTKpbiBaii (haiisibl U Ipyrye BAOXKEHUSI B MUCbMax /ia’ke eC/IM OHU TIPUILLJTA OT TBOUX
npy3eid. Jlyuiiie yTOUHU y HUX, OTTIPAB/ISIA /T OHU Tebe 3TH halisbl.

Ludporas penyraius

LludpoBas pemnyTaiysi — 3TO HeraTWBHasi WK MO3WUTHBHas WHGoOpMalus B ceTu o Tebe.



KomripomeTupytoiiiass UHpopMalis pa3MelljeHHass B WHTepDHeTe MOXKeT Cepbe3HbIM 00pa3om
OTpa3uTCs Ha TBOeW peasibHOM »KW3HU. «LIudpoBasi penyTaijusi» - 3TO TBOM UMUK, KOTOPBIM
dopmupyeTtcs u3 nHdopmariyy o Tebe B UHTEPHeTe.

TBoe MecTo >KUTebCTBa, yueObl, TBOe (PMHAHCOBOE TOJIOXKeHHe, 0COOeHHOCTU XapaKTepa
Y pacckasbl 0 O/IM3KUX - BCe 3TO 3aKaUMBAeTCs B CETH.

MHorue TMoJpPOCTKH JIETKOMBICIEHHO OTHOCSTCS K IMyOMMKalMyi JUYHOM uH(OpMaIiy B
VHTepHeTe, He TIOHUMasi BO3MOXKHbBIX MOC/IeACTBUN. Thl JlaXke He CMOXKeIllb JOrajaTbCsi O TOM,
uto dororpadusi, pasmelrieHHas 5 JieT Ha3ajl, CTaia MPUUMHOM OTKa3a MPUHATH TebsT Ha paborTy.

KomMeHTapuu, pa3meliieHre TBoUX ¢dotorpaduii U Jpyrue JeiCTBHsS MOTYT He UCUe3HYTh
Jlake TIOCJ/Ie TOTO, KaK Thl UX y/anuiilb. Thl He 3Haelllb, KTO COXPaHWI 3Ty UHbOpMalI1Io, orasia
B TIOMCKOBBI€ CHCTEeMbI U COXpaHHU/IACh JIM OHa, a IJIaBHOe: UTO TOyMaloT O Tebe OKpyrKaroiiee
JIFO[TY, KOTOpble HAWAYT U YBUIAT 3T0. HaliT nHopMaliio MHOTO JIeT CITyCTs CMOXKeT JiF000H -
Kak U3 J00pbIX MOOyK[JeHUM, Tak U C HaMepeHHeM TPUUMHUThL Bpefl. JTO MOXeT ObITb KTO
yTOJIHO.

OcCHOBHbIe COBeTHI MO 3aljyTe LU(POBOM pernyTaluu:

1 Tlomymaii, mpeskae ueM UTO-TO IyOJHMKOBAaTh U TepefaBaTh y cebs B Ojore Wil B
COLIMATbHOM CeTH;

2 B HacTpolikax npodusisi yCTaHOBU OrpaHWYeHUsT Ha TIPOCMOTP TBOero nmpodusis u ero
COZIEP)KUMOT0, C/ieJiali ero TOMbKO «/IJisl Apy3eii»;

3 He pa3melrjaii ¥ He yKa3biBaii WHGMOpPMAI[HIO, KOTOpasi MO>KET KOTO-TMO0 OCKOPO/IATH
WM 0OVKaTh.

ABTODCKOe I1paBo

CoBpeMeHHbIe IKO/IbHUKY - aKTUBHBIE T10/Ib30BaTev LKM(POBOro rnpocrpaHcTea. OmHako
JlaJIeKo He BCe 3HAIOT, UTO TMO0Jib30BaHMe MHOTWMHU BO3MOXXHOCTSIMU LIM(POBOTO Mupa TpebyeT
cobitofieHys TIpaB Ha MUHTeIeKTyaTbHYI0 COOCTBEHHOCTb.

TepMUH «UHTeJIIeKTya/lbHasi COOCTBEHHOCTb» OTHOCUTCSA K Pas3/MYHbIM: TBOPEHUSIM
Yye/IoBeueCKOro yma, HaurMHasi C HOBbIX M300peTeHUM U 3HaKOB, 0003HaYarOIINX COOCTBEHHOCTD
Ha TPOAYKTBl W YCIAyrM, W 3aKaHuuMBas KHuramu, QororpadusmMu, KUHODUIbMaMU U
MYy3bIKa/IbHIMU MPOM3BE/IeHUSIMU.

ABTOpCKUe TIpaBa - 3TO TpaBa Ha WHTEJUIEKTyaJbHYIH0 COOCTBEHHOCTb Ha TIPOW3BeJeHUs
HayKW, TUTepaTypbl U UCKYyCCTBA. ABTOPCKME TpaBa BbICTYMAlOT B KaueCTBe TapaHTHUX TOTO, UTO
VHTeJI/IeKTYaIbHbIN/TBOPUECKUI TP/, aBTOpa He Oy/ieT HarmpacHBIM, JacT eMy CITpaBe[|/TUBbie
BO3MO)KHOCTU 3apaboTaTh Ha pe3y/bTarax CBOEro TPyAa, MOMyUWTh: W3BeCTHOCTb U TPU3HAHKE.
HukTo 6e3 pa3speliieHust aBTOpa He MOXKeT BOCTIPOU3BO/IUTE €ro MPOor3Be/ieHre, PacripOCTPaHsITh,
nmyO/IMYHO /IeMOHCTPUPOBATh,” TIPOfiaBaTh, WMIIOPTUPOBATh, IyCKaTb B TMPOKaT, IyOIMUHO
WCIIO/THSITh, NOKa3bIBaTh/UCIOIHATL B 3(Mpe Ui pa3Melats B VIHTepHeTe.

Wcnonb3oBanue «IIvparckoro» mporpaMMHOTO obecriedeHust MOXKeT TIPUBECTH K MHOTHM
pUCKaM: OT T0Tepu AaHHBIX K TBOMM aKKayHTaM /0 OJOKMpOBKM TBOETr0 YCTPOMCTBa, Ijie
yCTaHOBJIEHHbIM He JierajibHasi mporpamma. He crout Takke 3abbiBaTh, UTO CYI[€CTBYeT
neranbHble U OecriyiaTHbIe POrpaMMbl, KOTOpble MO)KHO HAUTU B CETH.

O noprare

CeTeBUUOK.pd - TBOW IJIaBHBIM COBETUMK B CeTH. 37leCb Thl MOKeIlllb y3HaTh O
6e30IMacCHOCTH B CETH MOHSATHBIM M JOCTYITHBIM SI3bIKOM, a TPHU BO3HUKHOBEHUM KPUTHUECKOU
CUTyalluld 0OpaTUThCS 3a COBETOM. A TakXKe TMPUHSTh yyacThe B KOHKypCax M CTaTb CaMbIM
LIU(PPOBBIM rpakZilaHUHOM !



	Современные смартфоны и планшеты содержат в себе вполне взрослый функционал, и теперь они могут конкурировать со стационарными компьютерами. Однако, средств защиты для подобных устройств пока очень мало. Тестирование и поиск уязвимостей в них происходит не так, интенсивно, как для ПК, то же самое касается и мобильных приложений.
	4 Используй антивирусные программы для мобильных телефонов;
	Современные онлайн–игры – это красочные, захватывающие развлечения, объединяющие сотни тысяч человек по всему миру. Игроки исследуют данный им мир, общаются друг с другом, выполняют задания, сражаются с монстрами и получают опыт. За удовольствие они платят: покупают диск, оплачивают абонемент или приобретают какие-то опции.
	Обычной кражей денег и документов сегодня уже никого не удивишь, но с развитием интернет – технологий злоумышленники переместились в интернет, и продолжают заниматься «любимым» делом.
	2 Используй безопасные веб – сайты, в том числе, интернет – магазинов и поисковых систем;
	Цифровая репутация — это негативная или позитивная информация в сети о тебе. Компрометирующая информация размещенная в интернете может серьезным образом отразится на твоей реальной жизни. «Цифровая репутация» - это твой имидж, который формируется из информации о тебе в интернете.
	Современные школьники - активные пользователи цифрового пространства. Однако далеко не все знают, что пользование многими возможностями цифрового мира требует соблюдения прав на интеллектуальную собственность.

